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According to a Javelin Strategy & Research study, banks lose one billion dollars to fraud 

cases every year in the United States. On top of that, merchants are losing upwards of 16 billion 

dollars to credit card fraud each year. This is a problem that is spiraling out of control in today's 

society, and seems impossible to stop (1). Technology has made it easier than ever to steal 

someone's identity or information and use it without them knowing. While technology is an 

amazing thing that can be used to grow and improve the banking system, it also can lead to 

unprecedented amounts of theft and fraud.  

 Americans have almost accepted the fact that fraud in unstoppable and unpreventable. 

Fifteen million adults in America have some type of identity theft each year and this number 

continues to rise (2). The Federal Trade Commission reports that the average person spends six 

months and two hundred hours of work recovering from identity theft (4). Another startling 

statistic is that according to a study conducted by Privacyrights.org, only 1 in 700 identity  

thieves are convicted and charged for their actions (5). Criminals are finding it easier and less 

risky to simply steal someone's information online than robbing someone in person. This 

problem is frightening and poorly controlled in the United States.  Prevention measures must be 

put in place to slow this epidemic. 

Identity thieves have many sly and sneaky ways to steal people’s information.  One of the 

most common types of fraud involving banks is stolen and fake checks. This occurs when people 

alter money amounts on checks without authority, duplicate and create counterfeit checks, or 

steal and deposit a check into another account rather than the intended one. As online banking 

becomes more common, thieves have focused on obtaining individuals and companies banking 

information through electronic means. Mobile banking systems that allow people to take pictures 

of checks to deposit them, has opened up new avenues for criminals to commit fraud. However, 

the problem with using technology for task like depositing checks is that people are replaced 

with programs and fraud is more difficult to identify.  

 Another common type of identity theft is stolen credit card and account information. It is 

a scary reality that someone can search online “stolen credit card numbers for sale” and are able 



to purchase stolen cards. Stolen credit cards accounted for 45 percent of all identity fraud in the 

United States in 2014 (3). Thieves can steal information numerous ways including fake online 

purchases, stealing wallets, and by waiters at restaurants or store clerks who copy people’s cards. 

One of the fraudster’s tactics for stealing information from credit cards is through phishing 

schemes. Phishing schemes are electronic scams that try to convince people to give private 

information online or click a link to “claim a prize”or “verify an account”.  Potential victims 

receive an email or click on an advertisement which asks them to verify personal information in 

order to receive a price or “free” sample. Many people freely give away their bank account 

information, social security numbers, or credit card numbers completely unaware of the danger 

of this practice. Sadly, these scams most frequently target military personal, lower income class 

individuals, and uneducated people, although everyone is at risk. People’s emails are easy to find 

and access, making it easy for mass fraudulent email distribution. Through social media, hackers 

are about to access enough personal information to make the victim believe the contact is 

authentic.  

 Insurance fraud and tax fraud are two other problems that many people are largely 

unaware of, so they do not feel it personally impacts them. Insurance fraud is an act committed 

when an individual makes a false claim on either health, home, car, or life insurance. Society 

views this as a faceless crime, but in reality it affects everyone who buys insurance because 

premiums increase to pay for the losses to the insurance companies. Common ways of 

committing this fraud happen when people fake break-ins, make false medical claims after 

accidents, or falsify car or life insurance claims. Tax fraud is also more prevalent than people 

realize. Tax fraud occurs when an individual or business falsifies income or expense record 

deductions on their taxes. Some Americans commit this crime thinking they are entitled to their 

money and will never get caught. The difference with these two types of fraud from others is 

they are often committed by people who simply think the act is a white lie, not a criminal 

activity. 

 In the next five to ten years, fraud through technology and mobile banking will increase 

exponentially. While prevention measures like card chips and PIN numbers will help decrease 

certain types of fraud, there will still be the problem of people being exploited for their money.  



Also, hackers are constantly improving their techniques and updating their systems in order to 

find innovative ways to trick people. Criminal activity from overseas will also increase because 

it is difficult to track the source of stolen money. While some nations are currently trying to stop 

the problem of online fraud, there are other nations that encourage the practice as a form of 

entrepreneurship. Throughout the next decade, as the world becomes more connected through the 

Internet then ever before, it will become increasing more difficult to protect personal information 

online.  

 Fraud in areas like insurance and taxes will also increase over the next decade. Young 

Americans today have a Robin Hood mentality through which they justify small crimes. If harsh 

charges are not put in place for these crimes, people may choose to believe that it is easy way to 

earn extra money. Although this seems like stopping these behaviors is an impossible task, taking 

assertive action now can help protect further damage in the future.  

 In order to stop these fraudulent crimes from continuing to evolve, there needs to be a 

practical plan in place.  Three impactful steps that can be taken are first people need to be 

educated about fraud, secondly prevention technology needs to be continually improved, and, 

finally, criminals must have harsher punishments. By taking action in these three areas, ground 

can be gained in the battle against fraud.  

Educating people to be aware of fraudulent acts is crucial.  Mandatory courses should be 

implemented for high schoolers that cover topics including identity theft prevention, phishing 

scheme awareness, the punishment falsifying records, and how to help fight fraud.  If students 

learn at a young age about the dangers and consequences of not being careful, they will be less 

susceptible to the schemers’ traps when they are older. On top of this, banks and credit card 

companies should be responsible for making their customers aware of ways to help limit and 

prevent fraud. By teaching the general public practical ways to protect themselves, these 

institutions will save time and money on fixing the damage of fraud. In order to give current 

customers incentive, banks should reward its members for taking a short course on fraud 

prevention. This simple action could save banks millions of dollars in the long run.  

There are many basic ideas that consumers today are unaware of that could save them 

from becoming a victim of fraud. First of all, account holders need to be taught to be very careful 



with their private information both online and in public and to cautiously limit account access to 

others. They should never give their credit card or social security numbers over the phone, email, 

or text to anyone, unless the consumer initiated the contact. Other simple lessons that people 

need to be taught are to never open suspicious websites, to  never sign blank checks, to use 

secured mailboxes, and to shred documents with personal information. While banks are able to 

help discovering some fraud, consumers need to be taught how to detect fraud by checking their 

accounts regularly and to immediately report online fraudulent acts to the United States 

Computer Emergency Readiness Team (6).  

 Another major prevention measure that needs to be invested in is constant improvement 

of prevention technology. As new fraud prevention tools are developed, new hacking tools will 

closely follow, so it is important that systems are constantly changing and improving. Some ideas 

for prevention measures include: creating programs that screen websites that are not secured, 

creating jobs and university majors specifically for cyber fraud prevention, and challenging 

banks to work on assuring the authenticity of accounts and those accessing them. A practical way 

that banks and credit card companies can use technology to help catch fraud early is by emailing 

or texting customers when a questionable transaction appears on an account. Many people do not 

closely follow their bank or credit statements when they are probably constantly checking their 

texts and emails. By simply assuring that purchases are authentic, fraud can be detected faster 

and with less collateral damage.  

 The third and final step towards fraud protection is harsher penalties for those committing 

these crimes. There is an obvious problem with the number of criminals in this field being caught 

and prosecuted.  Minor cases of identity thief can result in up to a year in prison.  When 

individuals are making millions of dollars off a crime, it may be worth risking a few months in 

prison. There should be serious punishments for first time offenders in order to prevent them 

from doing it again. Also, once someone is charged with this crime there financial activity should 

be closely monitored to insure no future criminal activity.  This could look like accountability in 

the form of financial probation.    

 Before the criminals can be changed, they first must be caught. Banks should lobby and 

persuade government officials to take this crime seriously and actively prosecute offenders. If 



banks and the government work together to identify deceptive websites and cases of fraud, in the 

long run, billions of dollars could be saved. Because thieves often are able to act without being 

caught, banks must train employees in non-verbal cues and false documentation in order to more 

easily identify suspects and detect false documents when dealing with face to face fraud 

situations.  

 Since much of the Internet fraud is coming from overseas, the government needs to 

intervene. The government needs to punish countries that are encouraging online theft among 

their citizens. Serious penalties for countries that do not try to prevent theft from taking place, 

may bring incentives for foreign governments to work on the problem in their own country. 

Although punishing entire nations for fraud may seem extreme, there needs to be a way to 

encourage for foreign nations to stop the problem from spreading.  

 Fraud is a problem that will never be completely eradicated, but through these steps, the 

affects may be limited. Some of the 15 million Americans that are victims of fraud each year, 

will be saved money, time, and stress if these simple steps are taken. Technology gives criminals 

a new way to commit fraud, but it also provides new ways to educate people, detect fraud early, 

and to create systems to limit the problem. Through education, prevention, and punishment, 

those working to stop fraud will be able to gain ground in this ongoing war.  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